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Chapter 2. Safeguarding Electronic PII
2.1 General
There are common and essential requirements across the Agency for safeguarding all PII in digital form. All PII must
be handled and protected as Sensitive But Unclassified (SBU) information in accordance with NPR 1600.1, NASA
Security Program Procedural Requirements. There are several specific common requirements for protecting and
monitoring the movement of digital PII. 

2.2 Mobile Devices
2.2.1 Any PII on mobile computers/devices shall, at a minimum, be encrypted by users with Entrust or native
encryption in Microsoft and Apple operating systems or any other NASA CIO-approved encryption solution. 

2.2.2 A "time-out" function requiring user reauthentication after a maximum of 30 minutes of inactivity shall be
employed by users for mobile devices or with remote access. 

2.2.3 When any mobile storage device contains PII, users shall label the device, at a minimum, with "NASA Privacy
Information; Protect Accordingly." 

2.3 Data Access
2.3.1 System owners shall ensure that access to PII on their systems is only accomplished by users via two-factor
authentication where one of the factors is provided by a device separate from the computer gaining access. 

2.3.2 Access to PII shall use a "time-out" function that requires user reauthentication after 30 minutes of inactivity. 

2.4 Data Transmission
PII data must be protected during transmission. PII data will be encrypted using FIPS 140 2 compliant encryption
methodology (e.g., Secure Socket Layer (SSL) or Internet Protocol Security (IPsec)). 

2.5 Data Transport and Remote Storage
Employees shall only remove PII from NASA premises or download and store PII remotely under conditions
prescribed in NPR 1600.1. 

2.6 Personnel Training and Security Awareness
NASA supervisors shall ensure that their employees who have access to PII are adequately trained and supervised

Request Notification of Change

NPR 1382.1 -- Chapter2
Verify Current version before use at:

http://nodis3.gsfc.nasa.gov/
Page  1  of  2 

NPR 1382.1 -- Chapter2
Verify Current version before use at:

http://nodis3.gsfc.nasa.gov/
Page  1  of  2 

http://nodis3.gsfc.nasa.gov/main_lib.html
http://nodis3.gsfc.nasa.gov/lib_docs.cfm?range=1___
http://nodis3.gsfc.nasa.gov/adv_search.cfm
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Chapter2&format=PDF
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=main
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=ChangeHistory
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Preface
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Chapter1
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Chapter2
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Chapter3
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Chapter4
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=Chapter5
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixA
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixB
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixC
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixD
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixE
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixF
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixG
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixH
http://nodis3.gsfc.nasa.gov/displayDir.cfm?Internal_ID=N_PR_1382_0001_&page_name=AppendixI
http://nodis3.gsfc.nasa.gov/displayAll.cfm?Internal_ID=N_PR_1382_0001_&page_name=ALL
http://nodis3.gsfc.nasa.gov/
http://nodis3.gsfc.nasa.gov/


in their responsibilities with regard to safeguarding PII and protecting it from unauthorized disclosure. 

2.7 Extracted Data
System owners shall ensure that all computer-readable data extracts from databases containing PII are logged and
verified, including information on whether the extracted data have been erased within 90 days or that the data's use
is still required. 
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